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ABSTRACT

We present a study of plasmon based encryption
scheme. Generation of plasmons IS a resonance
phenomenon and Is thus sensitive to the shape, size
and the illuminating wavelength. The electric field
distribution changes when any one of these
parameters Is changed. This feature Is exploited to
develop an encryption key that has higher degrees
of freedom. The values of the electric field at various
spatial points are evaluated using finite element
method (FEM) of COMSOL and these values are
used to construct the desired key.

NUMERICAL MODEL & COMPUTATIONAL
METHOD

We aim to evaluate the electric field distribution
developed due to scattering of the electromagnetic
field by the metallic nanosphere (gold nanosphere).
Thus, we solve the Maxwell’'s EqQ., which Is
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The computational model consists of a gold
nanosphere centered at the origin. There are two
layers above the sphere. The immediate layer above
the nanosphere (275 nm) consists of the near field
zone. The second layer Is perfectly matched layer
(PML), imposed to reduce the backscatter in the
computational domain.
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Gold nanosphere with the computational domain

The scatterer Is set to be non-magnetic through a
separate wave Equation, electric sub-node under the
Physics node. The permittivity of the gold nano
particle I1s set through interpolation of the real and
Imaginary parts of the permittivity provided with the
COMSOL software. We illuminate the nanosphere
with a plane wave of electric field magnitude of 1.0
V/m, travelling in the x-direction and polarized along
the z-direction.

SIMULATION RESULTS

Initially, a plane wave of wavelength 550 nm
Impinges the nanosphere. The electric field values
at 32 spatial points obtained from this simulation is
used to make the encryption key. Next, we follow the
same procedure with a sphere of radius 12.5 nm.
For comparative study, electric field values in this
case are evaluated at same points and are used to
make decryption keys that would serve to check the
robustness of plasmonic encryption keys. The input
Image used for study Is a binary text ‘[ITP’ of size 32
x 32 pixels.
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z component of the electric field around the nanosphere
of radius = 10.0 nm.
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Plot of electric field, z component at different spatial
points (for radius = 10.0 nm).
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z component of the electric field around the nanosphere
of radius = 12.5 nm.
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Plot of Electric Field, z component at different spatial
points (for radius =12.5 nm).

ENCRYPTION PROCEDURE

(c) (d)

(e)
Simulation results for image encryption: (a) input image,
(b) plasmonic encryption key, (c) encrypted image, (d)
decrypted image obtained after using the correct keys,
and (e) decrypted image obtained with wrong key.

CONCLUSION

Plasmonic based encryption is In its nhascent stage and

shows promising growth. Plasmonic keys offer
additional degrees of freedom to the encryption keys
and thus facilitate robust encryption schemes.
COMSOL Wave Optics Module has been used as a
platform to optimize the parameters that can be
iIncluded in the construction of encryption keys.
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